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Administrivia

« Homework 1 grades released
« QOverall quality was high
« Commit messages could have been improved
 Link to specific commit, not repo in general

* You should stage your commit properly (hint: careful
when using “git add .")

« We are looking for reflections to be specific
(assumptions are ok), vs vague
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Administrivia

e« Homework 2

« Cl questions - We were not able to cover Cl as early as we
wanted. We will not require you to implement a Cl pipeline
for HW?2.

 You will need to answer:

« What (if anything) did you do for QA during HW2? How do you feel
about your QA? Was it good enough? What could have been done
better?

 In future assignments you will implement a Cl pipeline.
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Learning goals

« Awareness of ethical issues in software
engineering

 Reflection on decision making

» Questions to ask when evaluating the ethics of
software

o Starting points to dig deeper
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Ethics



Activity

« GO to breakoutrooms
 Share Unethical situations with each other

 Post to slack your andewlD's as well as a summary
of each unethical situation
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Volkswagen Scandal

was caught cheating on emissions for Diesel

engines
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What is Human Flourishing?

According to Harvard’'s Human flourishing
program: Human flourishing is composed of
five central domains: happiness and life
satisfaction, mental and physical health,
meaning and purpose, character and virtue,
and close social relationships.

. . . .
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Why Human Flourishing?
'l'Ill-Z UNIVERSAL DECLARATION

« Universal Declaration of Human Rights: bl o S ot
“Al | h u m a n b ei ngs a re b O rn fre e a n d Cifie unan‘il‘l-tfuﬁw!'armion 0 e o IS Of N mrerica,
equal in dignity and rights.” oo

« Declaration of Independence: "We hold
these truths to be self-evident...”

* Internal Compass

e Faith
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(Un)Ethical situations



80m

EA calls its loot boxes
‘surprise mechanics,’ says
they’re used ethically

‘People like surprises,’ executive tells UK Parliament
AnaLikesPikachu

f v
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15-313 Software Engineering

Open Source Maintainers
- dominictarr commented 7 days ago Owner

dominictarr commented 7 days ago Owner

limonte commented 7 days 2go « edited ~
dominictarr commented 6 days ago Owner

XhmikosR commented 6 days ago

jaydenseric commented 6 days ago

 BELE

There is a huge difference between not maintaining a repo/package, vs giving it away to a hacker
{(which actually takes more effort than doing nothing), then denying all responsibility to fix it when it
affects millions of innocent people,




Domino’s Would Rather Go to the
Supreme Court Than Make Its
Website Accessible to the Blind

Rather than developing technology to support users with disabilities, the
pizza chain is taking its fight to the top

by Brenna Houck | @EaterDetrot
f ¥ (3o
o
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15-313 Software Engineering
Some airlines may be using algorithms
« 1 to split up families during flights
Airlines

Your random airplane seat assignment might not be random at all.

institute for Carnegie Mellon University
I S SOFTWARE

RESEARCH School of Computer Science




T Lime halts scooter service in
Switzerland after possible software
glitch throws users off mid-ride

Ingrid Lunden . 2,3 Cl
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Xing.com search for “Brand
Strategist”

Search Work  Education Profile Candidate Xing

query experience experience Views ranking
Brand Strategist 146 57 12992  male 1
Brand Strategist 327 0 4715 female 2
Brand Strategist 502 74 6978 male 3
Brand Strategist 444 56 1504 female 4
Brand Strategist 139 25 63 male 5
Brand Strategist 110 65 3479 female 6
Brand Strategist 12 73 846 male 7
Brand Strategist 99 41 3019 male 8
Brand Strategist 42 51 1359 female 9
Brand Strategist 220 102 17186 female 10
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Twitter cropping photos

Tony “Abolish (Pol)ICE” Arcieri % v
@bascule

Trying a horrible experiment...

Which will the Twitter algorithm pick: Mitch McConnell or
Barack Obama?
4

6:05 PM - Sep 19, 2020 - Twitter Web App

64.7K Retweets  16.3K Quote Tweets  198.6K Likes
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Twitter cropping photos

Tony “Abolish (Pol)ICE” Arcieri % v
@bascule (P
4

Trying a horrible experiment... ’ﬁg] »

A

.4 TheArtGun COMMS OPEN
,@ @TheArtGun

Replying to @bascule

What if we adjust the contrast

Which will the Twitter algorithm pick: Mitch McConnell or

Barack Obama?
¢ '\,

r

10:36 PM - Sep 19, 2020 - Twitter Web App

35 Retweets 5 Quote Tweets 102 Likes

6:05 PM - Sep 19, 2020 - Twitter Web App

Q ()
64.7K Retweets  16.3K Quote Tweets 198.6K Likes

>

® 0 v,
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White Defendants’ Risk Scores Black Defendants’ Risk Scores

Risk Score Risk Score

Prediction Fails Differently for Black Defendants

WHITE AFRICAN AMERICAN

o
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Algorithmic Bias

Algo r|th ms affe Ct: Black Defendants’ Risk Scores

Where we go to school
Access to money “IIIII”'

Access to health care

White Defendants’ Risk Scores

Receiving parole

Possibility of Bail | I | |
I I I 1B =
Risk Scores

ores for white defendants were skewed toward lower-risk categories. Scores for black
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Therac-25

Bug in software lead to at least 6 deaths

Traced to:

Lack of reporting bugs

Lack of proper due diligence
Engineers were overconfident
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= ¢ a Ehe New Pork Times [Pl L -

News

We Need To Work Harder To Make

GUES

b Software Engineering More ,
Softw: Ethical 1t ethics

bOdy Jessica Baron Contributos
"' - Consumer Tech
. . M " * I write about the ethics of science and technology |

10 fool Al with magk

. . SaTaYT

Institute ror o ®, patch the software, but you can't patch a person if you, you know, damage someone’s
SOFTWARE S h | reputation.” N
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Code of Ethics ““Ma

As an ACM member | will ....

Contribute to society and human well-being.

Avoid harm to others.

Be honest and trustworthy.

Be fair and take action not to discriminate.

Honor property rights including copyrights and patent.
Give proper credit for intellectual property.

Respect the privacy of others.

Honor confidentiality.

institute for Carnegie Mellon University
I S SOFTWARE

RESEARCH

School of Computer Science



Code of Ethics

Research shows that the code of ethics does not appear to affect

the decisions made by software developers.
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Does ACM’s Code of Ethics Change Ethical Decision Making
in Software Development?

Andrew McNamara
North Carolina State University
Raleigh, North Carolina, USA
ajmenama @ncsu.cdu

ABSTRACT

Ethacal decisions in software development can substantially impact
end-users, organizations, and our enviroament, as is evidenced by

recent cthics scandals in the news. Organizations, like the ACM,
publish codes of ethics to guide software-related ethical decisions.

In fact, the ACM has recently demonstrated renewed interest in its

code of ethics and made updates for the first time since 1992, To

better understand how the A('?M 0('Kk of ethics chang
Cl - Y

School of Computer Science

Justin Smith
North Carolina State University
Raleigh, North Carolina, USA
Jssmitl | @ncsu.edu

s software-

Emerson Murphy-Hill
North Carolina State University
Raleigh, North Carolina, USA
emerson @csc.ncsu.cdu

The first example is the Uber versus Waymo dispute [26], in
which a software engincer at Waymo took self-driving car code to
his home, Shonly thereafter, the engineer left Waymo to work for a
competing company with a self-dniving car business, Uber. When
Waymo realized that their own code had been taken by their former
cmployee, Waymo sued Uber, Even though the code was not ap-
parently used for Uber's competitive advantage, the two companics
sctthed the lawsuit for $245 milkon dollars.



Challenge:

How do we apply ethics to a field (Software Engineering) that is
changes so often?

Remember the Dominos case? The ADA law was written before the
first website (1990)

To handle this uncertainty about the future, let's focus on three
questions we can ask to remind ourselves to focus on promoting
human flourishing.
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Three questions to promote human flourishing

1.Does my software respect the humanity of the
users?

2.Does my software amplify positive behavior, or
negative behavior for users and society at large?

3.Will my software’s quality impact the humanity of
others?

- institute for Carnegie Mellon University
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1.Does my software
respect the humanity of

the users?

rsity

H ShImeptS



1.Does my software
respect the humanity of

the users?

Lets consider some tools and processes...

arnegie Mellon University

chool of Computer Science



Humane Design Guide
http://humanetech.com
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Humane Design Guide (Alpha Version)

Use this worksheet 10 identify opportunities for Humane Technology.

Product or leature

Value proposison
Measure of sUCCess:

Muman Sensivity

Emotional
Wit we feal in our body
and in ow phrysical hoalth

Attention
How and whar we focus
QU MIOAON

Sensemaking
How W imegrate what we
SONSe with what we know

Decisionmaking
How wo algn owr actions
WiEh Our Ilnions.

Social Reasoning
How wo endarstand and
AAVIgINe Our personal
relancnshos

Group Dynamics
How wo farvigane lrger
Qrougs, status, and
shared understanding

We are inhibeed when

We are stressed, low on
sloop, afrad or
emotionally exhaustied

Amarnon s physiclogcaly
Ariram, Overwheleed or

fragmentod

Information & foar-Sased,
out of context, confusing,
or manpulative

Rlentions and agency are
Aol SORCIS NOF SUPPONed

Status, relasonshios of
solf-mage are mangulaled

Exciuded, dvided or
mobiized through fear

[c«navww] www Bumangtech com

Carnegie Mellon University

School of Computer Science

What inhitits

« Arsfical scarcity

+ Ligency signaiing

+ Constant moniloring

« Optmuing for scroentisg

+ Constant context switching

+ Many undifferentaled choces

* Foardul information

* No stopping cues (0 g. nfinile scrol)
* Usnecossiary sovement

+ Facts out of conext

+ Over-porscnaiized Ators

+ Equating virakty with crecitilty

+ Deceptive authonty (ads vs. content)

+ Avatars 1o convey awthoriy

+ Stalking ads and messages

+ Push coment models

+ Serving preforonce over insent

* Quantifed socal status
* Viral sharing

* Imphed obigation

* Enabling impersonation

« Suppressing views and nuance

« Enadling a3 homisem or hate speech
« Enadling viesl ourage

o Lack of agreed-upon norms

What are Human Sensitivities?

Human Sensviles are nstincts that are
ohen vulserable 10 new technologies.

We are supporied when

Design engonders
calm, balance, salety,
pauses and SUpPOns
crcadan rhythms.

Enabied 10 being more
foous and mindfuiness.

Erabled Yo consider.
leam, sxpross and foel

Opponunity 10 imgrove

oW 1arh e aaiviins 16 Datad 00 whal pin NOw Sae
B larpest apportuniies kor Humane Desgn. Then use T
SACONG Wt T GIVEOD B ACION SLMSTent



Humane Design Guide
http://humanetech.com

Provides a template for considering a piece of software, and asking questions
to help us arrive at a “humane design”

Consider 6 human sensitivities: Emotional, Attention, Sense making, Decision
making, Social Reasoning, and Group Dynamics

Human Sensitivity We are inhibited when What inhibits We are supported when Opportunity to improve
. + Constant context switching
Attention Attention is physiologically * Many undifferentiated choices Enabled to bring more
How and where we focus  drawn, overwhelmed or * Fearful information focus and mindfulness
our attention. : e :
fragmented. * No stopping cues (e.qg. infinite scroll)

+ Unnecessary movement

ldentify Opportunities to improve
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Humane Design Guide
http://humanetech.com

After analysis step, develop plan of action:

1. In what ways does your product/feature currently engage
Human Sensitivities?

2. How might your product/feature support or elevate human
sensitivities?

3. Action Statement
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Mm‘mh»m AbLy bz sheays B muic. Whon she B o0 v way 10 WOk % e MOnNg.
* 28 yoars ok he Mxtons 10 music 1Nt 3oans & mcke vanely of siyles. Bt whon she arrives ot
. work, she Srns & O and beping bex day by scanning ol ber omads st 15 gt
Empioyed as an Accountant an overad pichure bedove anpescng any of them.  (This extrs pass takes e
* Lives in Carcf!, Wles Sut soermy worth £ ) Some nights she exovoses or sirokches, and sometres
whe Moas 10 play computer pusrsie gemes e Sucoky

Abby Jones!

GenderMag
https://gendermag.org

Background and skills

ALy works &8 an accourtant, She & comfonably with the tachnologes she uses regulaty, but
1 Just moved 10 this employer 1 wook 800, and INair SOltadrg Sters e new 1o her

Aby says she's a "numbers person’ but she has never 1akon any compuier programming or IT
systems classes. She o5 Mah and knows how 10 think with numbers She writes and eds
sproadsheet formulas in her work

In her froe time,  she also onioys working with numbens and Kgic  She espocially Nkes working out
puZZies and puzzie QaMes, OTHar ON DAPEr OF ON e COmpuUter

Motivations and Attitudes « Attitude toward Risk: Abby's e is & lnte

* Motivations: Abty uses technologes 1o * Computer Self-Efficacy: Abby has low compiicated and she rarely has spare 1me. So
pooorrpinh hot lasks. She learns new conicancs about dos -".lal"._u' B Commpsding she is risk Sonrse sboul using unfamdiar
technologies if and when she needs 1o, but fasks. M problems arise with her Sechnology lechnoiogies that might need her 10 spend gxira

profers %0 use methods she is already faenibar she ofen Blames harsell for hese problerrs Lng on tham, even if the new features might be

and comforiable with, 10 keep her focus on the This aMects whether and how she will persevere  relevant. She instead performs tasks using

tasks she cares about with & task f tachnology protiems have arisen famdiar features, because they're mone
precictable about what she will get from them
and how much tiene thay will taks

How Abby Works with Information and Learns:
« Information Processing Styfe: Abby tands towaeds a compratonsive  *  Leaming: by Process vs. by Tinkering: When learming new technology.

institute for
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information processing styfe when she needs 1o more information. So,
ralead of acting upon the fiest Cption 1At Seems promising, she galhars
pioe compeehensively 10 iry 10 form 2 compiete undersiandng of
" LBefore ning 1o sohen £. Ths, hor style is “Durst-y”, fiest she
reads a lot, then she acts on £ in a batch of activity.

Abby leans toward Leocnss-0neried lewneg. 0.6, Wlonials, step-Ly-step
processes, wizards, online how-10 videos, oto, She doosnt partcularty like
leaning by tokening with softwars (1.0, just trying oul new Seatures or
commands 10 see what they do), but when she does tnker, it has postive
effocts on her understanding of the software

Carnegie Mellon University
School of Computer Science

'Maympvmum-ummumvmmmuwmm“bm For data on fermalen and males srndar 10 and dilerert fom Abby, 100
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GenderMag
https://gendermag.org

* 1. Pick a persona. eg: Abby m

* 2. Pick a use case/scenario
in your tool, eg:

this sub-goal...?
- in Book Store Navigator app... * Yoa/oo/morbe
— “Find science fiction books” Why? Consider
Abby’s Motivations...

* 3a-b. Pick a Subgoal for that scenario. eg: a
Subgoal #1: “See bookstore map”. .

Q: will Abby have formed

* 3c-d. Pick an Action for that subgoa

producing \

Action #1: “Tap ‘Browse Off"":

— Q1. Will Abby know what to do?

* Yes/no/maybe.
Why? Consider Abby’s, .. Tinkering

will Abby see progress toward the subgoal?

w—p First answer Q1
* Yes/no/maybe. Why? Consider Abby's Self-{fficecy &

After answering it, then perform the action.

. . . .
Carnegie Mellon University

School of Computer Science
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User Centered Design

User-centered design tries to
optimize the product around how

users can, want, or need to use the The DESIGN
product, rather than forcing the of EVERYDAY
users to change their behavior to THINGS
accommodate the product.
-Wikipedia DON
NORMAN

. . . .
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Manifesto for Agile Software Development

Agile

We are uncovering betier ways of developing
User Cer software by doing it and helping others do it.
Through this work we have come to value:
Individuals and interactions over processes and tools
Working software over comprehensive documentation
Customer collaboration over contract negotiation

Agile cus  Customer collaboration over contract negotiation

Kent Beck James Grenning  Robert C. Martin
Mike Beedle Jim Highsmith Steve Mellor
Arie van Bennekum  Andrew Humt Ken Schwaber
Alistair Cockburn Ron Jeffrics Jeff Sutherland
Ward Cunningham Jon Kem Dave Thomas
Martin Fowler Brian Marick
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2.Does my software amplify
positive or negative behavior for
users and society at large?

Carnegie Mellon University

School of Computer Science



What if...

https://pair-code.github.io/what-if-tool/

What If... P

you could inspect a machine learning model,
with minimal coding required?
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What if...

https://pair-code.github.io/what-if-tool/

What-if Tool demo - binary classifier for predicting salary of over $50k - UCI census income dataset

PERFORMANCE « FARNESS ATA N FEATUSES
« U namalatan, + 1 inference

Select a datapoint to begin exploring 9 : '
features and values )
Clicking on & datapaint in the visualizaticn will Icad oll the features ° a h Q &
and values associated with that example. Mere are some of the
things you can do s
o Edn festures and values and rerun inflerence 10 300 how your model 22, .
peciorms X
+ Compute Distance: Select an example 10 e an anchor and create & new 8 S8 :::
L1 or L2 distance feature for ol loaded examples aas
+ Closest Counterfactuals: For classification models, find the closest e ale
exarple with § Sffecent classification using L1 of L2 datance ~en
+  Parval Dependence Plots: For a selected example, explore plots for < < <
every festure that show the change i nference results across dfferent
vald values for that ‘eanure
Use the Performance + Fairness tab to g Y ‘3
investigate model performance across your
dataset &
Use the Features tab to view statistics about e 3 2 o 8 %
your dataset &1 i
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Dog vs Wolf

(a) Husky classified as wolf (b) Explanation

Figure 11: Raw data and explanation of a bad
model’s prediction in the “Husky vs Wolf” task.

Before After

Trusted the bad model 10 out of 27 3 out of 27
Snow as a potential feature 12 out of 27 25 out of 27
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Explain “why” to customers

!l T-Mobile LTE 10:50 AM

Sponsored + QY

‘ Rivendale Farms < Why am | seeing this ad?

There may be other reasons you're seeing this
ad, including that Rivendale Farms wants to
reach people ages 22 to 64 who live or were
recently near Pittsburgh, Pennsylvania. This is
information based on your Facebook profile and

where you've connected to the internet.

[ J (e} L ﬁ

institute for o4 yerSily
IS SOFTWARE .
RESEARCH SCIGHC@




institute for
SOFTWARE
RESEARCH

ddovneon

What Instagram removing likes may mean
for influencers and our self-esteem

SCIENCE & TECH - FEATURE

The decision could have a positive impact on the way people use the
platform, but harm those trying to use it professionally

Carnegie Mellon University
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Anil Dash on how to prevent abuse

http://anildash.com/2011/07/20/if_your_websites_full_of_assholes_its_your_fault-2/

You should have real humans dedicated to monitoring and responding to
your community.

You should have community policies about what is and isn't acceptable
behavior.

Your site should have accountable identities.
You should have the technology to easily identify and stop bad behaviors.

You should make a budget that supports having a good community, or you
should find another line of work.
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3. Will my software’s

quality impact the
humanity of others?

Mellon University
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Quality has long been

accossiilty

]
|q Quality attributes (o)
I Notable quality attriutes inciude
I : accountabilty

* accuracy * moduarty

* adaptabilty * obsarvabilty

* administrabiity * operabity

o affordabity * orthogonaiity

o agiity [Toll] (see Common Subsets below) o portabity

o audrabilty * precision

* autonomy [Erf * predictabity

o avalabity o PrOCess Capabiltis
e Ity * producitslty

* composabilty (Er] . pro

 configurabiity . yeorabiity

o COMICIWMss * relevance

o crodibilty o relabiity

o customzabity o repoatatity

. o reproducibiity

. o resinnce

. o responsiveness

. monstrabiity * reusabiity [Er]

o copondabiity o 1obustness

doployatsity

discoverabinty [Edf)

urabisty
effoctiveness

officiercy

seif-sustanabiry

servicoabity (aka supportabiiny)

securabiity

o evoivabiity * simpicity

o extersbiity o stabiity

o failure transparency * standards compliance
o faul-lorance * wvivabiny

o Ndeinty * sustanabley

o fexitity « talorabiy

. insg o tostabiity

o insta o o timalnoss

o inmegrty * traceabiity
 interchangoabilty * transparency

o imecopecailty [Er] o ubiquity

o loarnateity o understandatrity
* localzabilty o upgradabiity

o maintainabiity o vuinerabilty

o Manageabiity o usabiity

institute for Carnegie Mellon University
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Engineering ethics.

Ethics applies and is formalized in many professional fields:
medical, legal, business, and engineering.

The first codes of engineering ethics were formally adopted by
American engineering societies in 1912-1914. In 1946 the National

Society of Professional Engineers (NSPE) adopted their first formal
Canons of Ethics.

. . . .
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“hold paramount safety, health and weltare of
the public”

» Citigroup Center, Designed by Structural
engineer William LeMessurier

 Followed calculations required by
building codes

 Civil Engineering student Diane Hartley
realized there was a problem

» Tests showed that winds needed to bring
it down would happen every 55 years

institute for Carnegie Mellon University
SOFTWARE .
RESEARCH School of Computer Science



Professional Ethics

Professional ethics encompass the personal, and corporate
standards of behavior expected by professionals.

First three “professions”

-Divinity,

-Law

-Medicine
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Medicine - Intrinsic
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Law -Extrinsic

Bar regulates behavior
Oath to follow rules

Malpractice
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Legal Malpractice

Not every mistake is legal malpractice. For malpractice to exist:
Attorney must handle a case inappropriately
due to negligence or with intent to harm

And cause damages to a client
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15-313 Software Engineering

Malpractice vs. Negligence
\C=EEE  YOU/GANT HAVE MALPRACTICE

prudent

Malprac
negligen
lawyer o
standar«

subsequ IF Yﬂll 00“1 HAVE
“ANY;EROFESSIONAL STANDARDS

Carnegie Mellon University
School of Computer Science 51
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DISCUSSION: WHAT SHOULD WE DO
GOING FORWARD?

. . . .
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Bioengineering Ethics:

« Respect for Autonomy
« Beneficence
 Nonmaleficence

* Justice
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Will software quality impact human
flourishing?

Most traditional emphasis of “engineering ethics”
What can we learn from other professions?
Should software have "Professional Engineers”?
How do we define “safety critical systems™?

How much testing is enough? How can we convince others to do
that much testing?
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These questions are the start of the

conversation, but as technology

evolves, we must be vigilant to ensure
we are promoting human flourishing

. . . L ]
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Three questions to promote human flourishing

1.Does my software respect the humanity of the
users?

2.Does my software amplify positive behavior, or
negative behavior for users and society at large?

3.Will my software’s quality impact the humanity of
others?
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