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Administrivia

* Project 1A - Build Checkpoint
Due Friday, January 16, 2026 @ 11:59PM

e If you haven't: PLEASE FILL OUT TEAMWORK SURVEY!

« Posted to slack and canvas

 Get started early, ask for help, and check the #technical-
support channel; chances are your questions have been
asked by others!

* NO RECITATION MONDAY (MLK Day)



Smoking Section

e Last full row
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Hope to learn (from last class)
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Slack Usage:

* Lots of great help for each other on #technicalsupport, keep
up the good work!
e use emoji to signal thread is answered

* Please Search before asking new questions
* Please put a picture of your face!!
- We don't guarantee round the clock availability
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Context: big ole pile of code

e ... do something with it!

A better community platform
for the (modern web)

/
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Step 1:
Get Code
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Step 1:
Get Code Git Code
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Version Control iu
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Git Fundamentals ON PROTECTS TROUGH A BEAUTFLL
DISTRIBUTED GRAPH THEORY TREE. MODEL.

{ COOL. HOU DO LE.USE 17

NO IDEA. JUST MEMORIZE. THESE. SHELL
COMMANDS AND TYPE THEM TO SYNC UR
IF YO GET ERRORS, SAVE. YOUR WORK
ELSEWHERE, DELETE THE. PROJECT,
AND DOWNLOAD A FRESH COPY.

\
o
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> git clone REPO
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> git clone REPO

o O Remote
E Main

O Local Repo
g Staging Area
@ Working Dir
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Edit file in working directory

o O Remote
E Main

O Local Repo
g Staging Area
e—0O0—0O Working Dir
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> git add

o O Remote
E Main

¢ -

Local Repo

g O Staging Area
.—.—é Working Dir
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> git commit -m “added green edit”

o O Remote
E Main

Local Repo

‘ 2R
g g Staging Area
e—O0——0O Working Dir
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> git push origin main

o @ o Remote
E Main

O O Local Repo
g O Staging Area
e—O0——0O Working Dir
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> git fetch (check for changes on remote)

S3D 5

® —O Remote

E Main

@ @ Local Repo
O Staging Area

o—0—0 Working Dir

Softwar dS tI
SytmDp
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o O —O Remote
E Main

O Local Repo

Q O

Staging Area
Working Dir

O
i
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> git pull can lead to Merge Conflicts

Remote
Main

Local Repo

® @ 0,
A\ 4
) 4
® @ @
() O
A 7
00 @

Software and Societal

Staging Area

Working Dir
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Merge Conflict (in VS Code)

<<<<<<< HEAD (Current Change)
.updateSizeClasses();
.multiCursorModifier();
.contentDisposables.push( .configurationService.onDidU

.toggleSizeClasses();
»>»>>>>>» Test (Incoming Change)
if (input.onReady) {
input.onReady(innerContent);
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O Remote

E Main

®
@
C

error: Your local changes to
the following files would be
overwritten Db

O Local Repo

Q O

Staging Area
Working Dir

%
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Keep Changes
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o O —O Remote
E Main

Stash©

@ 0—O Local Repo
g O Staging Area
00 Q/ Working Dir
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o O —O Remote
E Main

Stash©

@ 0—O Local Repo
g O Staging Area
—O0—C0O0—0O Working Dir
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Discard Changes
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O Remote

E Main

®
@
C

error: Your local changes to
the following files would be
overwritten Db

O Local Repo

Q O

Staging Area
Working Dir

%
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> git reset -hard

o O —O Remote
E Main

@ 0—O Local Repo
g O Staging Area
o——O ./ Working Dir
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o O —O Remote
E Main

O Local Repo

Q O

Staging Area
Working Dir

O
i
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What if you want to work on multiple things at
once?
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Branches
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> git checkout -b featureName

O O Remote
E Main

Local Repo

g Staging Area
@ Working Dir
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edit file(s) in working directory

O O Remote
E Main

D
Q
Q
-
BR)
(D
Z
O
3
(D

Local Repo

g Staging Area
@ O Working Dir
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> git add

o O Remote
E Main

Local Repo

g O Staging Area
@ é Working Dir
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> git commit -m “added green edit”

O O Remote
E Main

Local Repo

(O
g i Staging Area
@ é Working Dir
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> git push origin featureName

QX Remote Main
E O featureName

E L fgatureName

Local Repo

‘ V2N
g i Staging Area
@ é Working Dir
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Continue work

@

.X Remote Main
E featureName

O Local Repo
g i Staging Area
@ é Working Dir
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> git push remote featureName

.X Remote Main
E O O featureName

@

O Local Repo
g i Staging Area
@ é Working Dir
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> git pull origin main //Resolve any
conflicts

.X O Remote Main
E O O featureName

@

O O Local Repo
g i Staging Area
® é O Working Dir
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> git push featureName

.X O Remote Main
E O O—0O featureName

@

E O Local Repo
g i Staging Area
® O O Working Dir
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Open Pull Request on Github

R te Maj
0) T S S

O O Local Repo
g i Staging Area
O ; O Working Dir
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Setup the environment
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Problems in running code?

« What version of python are you running? Node? npm?

« What if you have different software that relies on different
versions?

« How can you run same code on different platforms?
« How can you automate setup?
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Docker @ Jocker

 Docker allows packaging applications and their dependencies into
lightweight, portable containers.

« Each container includes everything needed to run the application (code,
runtime, libraries, and system tools) in a self-contained environment.

« Containers share the host operating system's kernel but run in isolation from
each other, making them much lighter than traditional virtual machines.

« Docker uses images as blueprints for containers, which can be version-
controlled and shared through registries like Docker Hub.
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Why we use Docker

« Docker solves the "it works on my machine" problem by ensuring applications run
consistently across development, testing, and production environments.

« Docker simplifies dependency management by bundling everything an application
needs, avoiding conflicts between different projects or system configurations.

 Containers start in seconds and use minimal resources compared to VMs, making
development faster and enabling efficient scaling in production.

« HOWEVER: They are complicated to create and manage, and add complexity to
running the application.
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VSCode Development Containers

* Allow VS Code to handle
the development
container for us.

« Hides the complexity of
containers, while
providing all the benefits.

d What We use in thiS Theme/UI Extension Expose
COU rse. Theme/Ul Extension

<o
Volume
Source Code Mount
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e —
VS Code Server File System

Workspace Extension Terminal Processes

Running Application
Workspace Extension

VS Code
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Dive into the code
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Participation Activity: Part 1

« Take out a piece of paper (or ask for one)

« Write down the challenges you’ve faced trying to understand
someone else’s code

 Pair with your neighbor and discuss your answers. Do you agree?
 Share with the class!
« Write your own andrewID on the paper; leave it at the end of class.
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You will never understand
the entire system!




Challenge: How do | tackle this codebase?
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Participation Activity: Part 2

« Write down strategies to understand a large codebase
that is unfamiliar to you
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Challenge: How do | tackle this
codebase?

* Leverage your previous experiences (languages,
technologies, patterns)

« Consult documentation, whitepapers
* Talk to experts, code owners

* Follow best practices to build a working model of the
system
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Bad news: There are few helpful resources!

sarrinvestig Wealthsimple

- Working Effectively with Legacy Code L
Michael C. Feathers. 2004

COBOL is a coding language older than Weird

computer language controls the financial life of

- Re-Engineering Legacy Software FE==—_ | LEgach cone
Chris Birchall. 2016 T
EFFECTIVELY

WITH
LEGACY CODE

* The Legacy Code Programmer's Toolbox

Jonathan Boccara. 2019

hl .
Software and Societal Qarllegle
Systems Department Mellon

University



Why? Because of Tacit Knowledge




How to Tackle New Codebases

« Goal: develop and test a working model about
how (part of) a system works

essentially,

N all models are wrong,
\

W but some are useful

George E. P. Box

« Working Model: an understanding of the
pieces of the system (components), and their
Interactions (connections)

« How to quickly build, test and refine models
 explore various tools, tips, and techniques
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Program comprehension strategies

Novice Expert

« Reads code line by line * “Top down”

* Revisits same code * Recognizes patterns
repeatedly » Forms hypotheses

* Trial and error » Checks up/downstream

* Only tests “happy path” consequences

Carnegie

330 gyfiwm De S Stm i Mellon

University



Observation: Software is full of patterns

self.file

. self.tingerprists
File structure e,

self.logger - \OgRe

path:
Llassmethod

System architecture e
- Ss(;ltff'.m;;mw“-
Code structure |
¥ def from_settings{clis, : e
™ Names ' debug Cs{t:t(tims oattings),

C google/styleguide g renuest sesnselts Tomll
L) Style guides for Google-originated open-source fp fpb-\. ‘Seif'fwrpfm"

projects ‘
)
sel‘f‘.fingerprints. (fp

1. files .
SCS(‘ L f .fi\.e-\u'" 31 ’('p os u‘“

7 32k % 12k
- _ ’ ; int(sel’,
¢ request fingerPri
¥ v;.r;questj 1NQf
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Observation: Software is massively redundant

ﬁm W'}l

* There's always somethingto % A n

copy/use as a starting point!

mﬁf u(\ = “iw | Yoy
Ve v—lf_‘?ﬁ&i—l J:Emﬂ Jsﬂgg (11 5 ]‘m
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Observation: Code must run to do stuff...
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Observation: If code runs, it must have a beginning...
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Observation: If code runs, it must exist...

- .', .
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A\ WARNING A\
AVOID SLOT MACHINE PROGRAMMING
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How to build, test, and refine mental models

Examine Probe Modify
artifacts without running system to code, rebuild, and
running code observe behavior assess impact
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How to build, test, and refine mental models

Examine Probe Modify
artifacts without running system to code, rebuild, and
running code observe behavior assess impact
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Can code be examined, probed, and modified?
White-box Grey-box Black-box

Source code built locally Binaries running locally Server-side apps running remotely
& examine Open Source Closed Source Open Source Closed Source
& probe & examine €3 examine & examine
& modify & probe & probe probe Talk to NSA
€ modify * @ modify * 3 modify
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Creating a model of
unfamiliar code

Source code built
locally
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Live Demonstration: NodeBB

ME PRODUCT PRICING ABOUT SHOWCASE « COMMUNITY Sign in Start free trial = Getintouch

A better community platform

for the (modern web

NodeBB is next-generation forum software - powerful, mobile-ready and easy to use.

Choose a Plan
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How to build, test, and refine mental models

Examine Probe Modify
artifacts without running system to code, rebuild, and
running code observe behavior assess impact
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How to build, test, and refine mental models

Examine
artifacts without
running code

Software and Soc t | Carnegie
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. . . =@
Examine artifacts to build a mental model =7
@ Ask &2 Scan
« How do we build / test / run it? . Source: code

* How is this system structured?
« Where are the entrypoints?

 Where are the seams?
Can we probe them?

- Where is data persisted?
- What technologies does it use?

Build/Cl: package.json, Docker, workflows

Config: env vars, config.json, ...
Docs: README, Documentation

History: commits, issues, PRs, projects

» What are its stated features? £ Goal
Limitations? - a build/run command
* |s the project active? - an entry point that you can target

- a seam that you can probe
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Tip: Configure and use your IDE to its full potential
« We will provide support for ooo ¢ » C T ~

‘ @ EXPLORER api.js b m --

DevContainers in VSCode in this course e

1
> .docker 2
. . > github 3 const express = require('express'); T
> .husky
« bundles together everyth ou need into a :
u n r V I n u n I n ﬁb : ‘?"V 5 const uploadsController = require('../controllers/uploads');
Ax 3 " ).
. . . . QTN 6 const helpers = require('./helpers');
Docker image that behaves like a native insta B ;
3 install 8 module.exﬂnrts = function (app, middleware, controllers) {
|___|® > logs 9 const middlewares = [middleware.autolLocale, middleware.authenticateReques
> node_modules 10 const router = express.Router();
> public 11 app.use('/api', router);
v SIC 12
> activitypub 13 router.get('/config', [...middlewares, middleware.applyCSRF], helpers.tr
° ° g 9 pply p y
> admin
14
[
» O 15 router.get('/self', [...middlewares], helpers.tryRoute(controllers.user.g
z Cafhe . 16 router.get('/user/uid/:uid', [...middlewares, middleware.canViewUsers], h
o . vz:egones 17 router.get('/user/username/:username’, [...middlewares, middleware.canVie
Y a a b | e S fu Ct O S CI a Sse S m O d u | eS ) 18 router.get('/user/email/:email’, [...middlewares, middleware.canViewUsers
V r I Vi n I n 7 Vi J ooce T;Z:f 19
index.
manage.js 20 router.get('/categories/:cid/moderators', [...middlewares], helpers.tryRo
M b T package-install.js 21 router.get('/recent/posts/:term?', [...middlewares], helpers.tryRoute(con
* Go to Definition, Go to References, Rename Sym ol, 2 | router.get(‘/unread/total’, [...niddlevares, middlevare.ensureLoggedInl,
running.js 23 router.get('/topic/teaser/:topic_id', [...middlewares], helpers.tryRoute(
setup.js 24 router.get('/topic/pagination/:topic_id', [...middlewares], helpers.tryRo
efactor, ... .
”“g'f‘de'is 26 const multipart = require('connect-multiparty');
user.J; 27 const multipartMiddleware = multipart();
~ it
conurelers 28 const postMiddlewares = [
> accounts
- 20 middlauara maintanancaMada
iaz"\fltypUb OUTPUT PROBLEMS PORTSo TERMINAL DEBUG CONSOLE 0ox
admin
L > write Port Forwarded Address Running Process Origin
« Install and explore xtensions e DI S
accounts.js ® 6379 localhost:6379 redis-server *:6379 (472) Auto Forwarded

admin.js Add Port

- Redis, ESLint, OpenAPI Editor, LiveShare, ... o

éﬁ} 5 TIMELINE

> OUTLINE

»¢ Dev Container: NodeBB @ desktop-linux [ uEl ESRIXTL- YIS ¢ Peter Jaszkowiak (B yearsago) | € Ln8,Col 10 TabSize:4 UTF-8 LF {} &
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Tip: Consider documentation and tutorials judiciously

* Info on how to build the system, its
dependencies, and how to use it

 Great for finding entry points

 Can tell you about the overall
system architecture; more on that
topic later in the semester

« /\ Often out of date! Treat as a
starting point rather than truth

nOde 8B  Getting Started

NodeBB Documentation
Home
Installation
Configuration
Federation (v4)
Development
Getting Started
Quickstart plugin
Read API Reference 47
Write API Reference
Plugins

Themes

Writing Widgets for NodeBB

Database structure
Internationalisation (i18n)
Style Guide

Admin Panel

FAQ

of their workflow. The pre-requisite dependencies are installed with NodeBB during the npm
install step, although you may need to install grunt-cli (or your distribution's appropriate
package for grunt) to allow grunt to be called via the command line.

Once installed, you can simply run grunt to build all assets and run NodeBB. Grunt will also
watch for file changes and selectively build a subset of NodeBB's assets so there is no need to
hop back to the console to stop NodeBB, build, and restart NodeBB.

Alternatively, you can run grunt --skip, which skips the build step and simply runs NodeBB
with file watching enabled.

Testing

In order to run tests on NodeBB, add the following block to your config.json file:

"test_database": {
"host": "127.8.0.1",
"port": "27017",
"username"”: "",
"password": "",
"database": "test"

Run the whole suite of tests via npm test or an individual file via npx mocha
test/your_test_file.js.

If you need to activate a certain plugin for testing as well, add the following block to your
config.json file:

"test_plugins": [
"nodebb-plugin-xyz"
1

GitHub
©vad6 w147k ¥ 29k

Table of contents
Accessing page data
Asset building

Selective building of assets
grunt

Testing

Carnegie
Mellon
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Tip: Use discussion boards and issue
Are features unimplemented?
Is the project still being maintained?
Is someone else having the same issue?

Found an issue with the code? File a GitHub issue

Having a hard time getting some to work? Trying
to change something? Post to the NodeBB
forums

- Have a question about {Node, Redis, Express, ...}?
Post to StackOverflow or Slack.

D Software and Societal
Systems Department

trackers

= O NodeBB / NodeB8 Q Type[7])to search B8 & -

+- O n 8

<> Code (D Issues 194 [l Pullrequests 20 () Actions [ Projects [0 Wiki (@ Security 8 |~ Insights

@ Dependency Dashboard

#9758 - renovate opaned on Aug 30, 2021 #11535 - barisusakli opaned on Apr 28, 2023

isissue state:open Q  © Labels

Open 194 Closed 8152 Author ~  Labels ~  Projects ~  Milestones ~  Assignees -

(@ Threadiverse image posting janky

#13583 . julianlam opened 2 weeks ago

( Reply received isn't 1b12 federated out

#13672 - ulaniam opened last month

() Usernames with only - and . produces unusable slug )
#13543 - 3ider epened on Jul 10

(@ Properly backfill from f228 activity-based implementors

Feature | #13532 - julianiam opened on Jul 4

@ Slugify does not support Vietnamese characters well (%)
#1531 - dvchd opened on Jil &

© use node test runner instead of mocha

Types = 4 Newest -
o

2
=

3
=}

T T — )

[gle]e ’e a8 b 7 sl esanreetiol | (] @ @ B .
NodeSOLO We all know nodebb is good, also wo...  General interest mega-boards at
{} That's not a NodeBB Blog that's a o We all know nodebb is good, also @ 'm away from my desk for the n¢

NodeSOLO This is a re-work of a TLOR would fike to learn about why your days and so I ikely be posting 1

post made here for what it's worth. choose nodebb over discourse. Thank oopen ended discussion question

TLDR A user within seconds using a you, Recently I've been thinking mdre

single email address and password the decline of forums of yesterye

signs up for NodeSOLO service. To how hosting a forum has always

) Feature Request T R o‘ o bout 15 hours a o\

NodeBl
a General Discussion 4k 24k

After near

B 4.0.0 Released!

Today's the day!

1y a full year in

development, NodeBB v4.0.0

m NodeBB Development 3k 20K ' A
hear more about new releases = copy a Node88 topic
an ' NodeBB Populal
» NodeBB Blog » Bug Reports
» ActivityPub » NodeBB plugin
Localization 1o
activity...
@ Feature Requests 864 5k
theme

s has landed, bringing federation
between NodeBB instances

r Tags

nodebb
bug

error
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Tip: Use Al to explain parts of the code — but be

careful |
 Used carefully, Al tools can help you quickly tackle new codebases

» These tools fail confidently; expect errors and omissions, and
cross-check against code, docs, and tests before trusting results.

!

« We will have a whole lecture on this new, emerging skill later in
the course — for now, experiment with Al, but don't rely on it
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Software and Societal Carnegle
Systems Department Mellon

University



Tip: Look at file structure, ownership, and history

* Files are not randomly named and organized. Directory structures and
naming conventions reveal patterns.

* Inspect history to learn ownership and stability: identify contributors, recency
of changes, and churn. Treat stale or recently rewritten files with caution.

o)
®
®
®
®
®
®
®
o)
®
®
@
@
®
®

Software and Societal (]\]/[alilllegle
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How to build. test. and refine mental models

Probe
running system to
observe behavior
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Probe to test your mental model

& Hypothesis > Experiment il Probes & Triggers

* Introduce a probe to observe the system at » Add breakpoints, logpoints, and step
a given seam or entry point

« Logging: ./nodebb dev

e Use the observed behavior to confirm or . Print statements

refute your hypothesis

« Gradually build confidence in your
understanding of system behavior « Database viewers

« Bruno / Postman / curl / httpie

. Example: $2 Goal

When | click X, handler Y runs . : .
> Set a breakpoint in Y then trigger X One confirmed or refuted hypothesis
« One short note (trigger > code path > signal)

« One next probe or modification

D Software and Societal Carnegie
Systems Department Mellon
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https://code.visualstudio.com/docs/debugtest/debugging#_breakpoints
https://code.visualstudio.com/blogs/2018/07/12/introducing-logpoints-and-auto-attach#_introducing-logpoints

Tip: Instrument the source code

° Prlnt dEbUggmg console. log('Administrator found, skipping Admin setup');

* Quick and easy
« Cons: need to rebuild + restart; easy to commit by accident

* StrUCturEd |Ogglng winston.warn( Flooding detected! Calls : ${socket.callsPerSecond}, Duration : ${socket.elapsedTime}");
« Add levels, timestamps, and context; better for collecting data in deployment

e Cons: need to rebuild + restart

) DebUggers File Edit Selection View Go
* Inspect locals, call stack, evaluate expressions I
« Add breakpoints as you go; no need to rebuild + restart © VARIABLES
« No changes to the code means no risk of accidental changes v Local

« We will explore the debugger in more depth later in the course “ [u

Carnegie
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Tip: Use developer tools in the browser to spy on
traffic

» Spy on web traffic while ~ + =
yOU use the app * [ Amouncements

» Chrome DevTools (also @ nm
used by Brave) &

e Firefox Dev Tools
 Safari Web Inspector

* Bonus: Use Bruno,
Postman, httpie, or curl
to trigger APl requests

Software and Societal Carnegle
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https://developer.chrome.com/docs/devtools/
https://developer.chrome.com/docs/devtools/
https://firefox-source-docs.mozilla.org/devtools-user/
https://firefox-source-docs.mozilla.org/devtools-user/
https://developer.apple.com/safari/tools/
https://developer.apple.com/safari/tools/
https://www.usebruno.com/?ref=apisyouwonthate.com
https://www.postman.com/
https://httpie.io/
https://curl.se/

Tip: Peek at the database

« Use the Redis extension that's
provided with the DevContainer

« Perform an action (e.g., create or
delete a topic) and watch which
keys / fields change

- filter by prefix to keep things
manageable (topic:*, post.*, user:*)

« Use to confirm or refute your
hypotheses about data flow
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How to build, test, and refine mental models

Modify
code, rebuild, and
assess impact
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Modify code to validate your model

Plan and execute your change

What behavior should change if your
model is correct?

What's the simplest change that you can
make?

What signal can you observe? (user
interface, API, logs, database, test case)

Rebuild the code and see what happens!
Tip: delete debugging is a powerful tool
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.| Assess impact
 Did the predicted signal change?

* |f yes, your model holds for now.
* If not, you need to revise it.

€ Goal

« One change with a clear effect
« A note of what it confirms or refutes
« A next step (examine, probe, modify)
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Document and share your findings!
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* Include negative results, too!
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https://mermaid.js.org/
https://www.digitalocean.com/community/tutorials/how-to-use-live-share-with-visual-studio-code

Next Time: 737-MAX Case Study
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