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Learning Goals

« Distinguish between open-source software, free software, and commercial
software.

« Identify the common types of software licenses and their implications.
» Distinguish between copyright and intellectual property.

« Express an educated opinion on the philosophical/political debate between
open source and proprietary principles.

« Describe how open-source ecosystems work and evolve, in terms of
maintainers, community contribution, and commercial backing

« Identify various concerns of commercial entities in leveraging open-source,
as well as strategies to mitigate these.
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Background: laws and open source

» Copyright protects creative, intellectual and artistic works —
including software

« Alternative: public domain (nobody may claim exclusive property
rights)

« Trademark protects the name and logo of a product

« OSS is generally copyrighted, with copyright retained by
contributors or assigned to entity that maintains it

 Copyright holder can grant a license for use, placing restrictions
on how it can be used (perhaps for a fee)
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What is Open-Source Software (0SS)?

 Source code availability
* Right to modify and creative derivative works
« (Often) Right to redistribute derivate works
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Contrast with proprietary software: a black box

* Intention is to be used, not examined, inspected, or modified.

* No source code - only download a binary (e.g., an app) or use via
the internet (e.g., a web service).

 Often contains an End User License Agreement (EULA) governing
rights and liabilities.

« EULAs may specifically prohibit attempts to understand
application internals.
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Example: Bank
app on my phone
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7:28 VARS%

1. Grant of License

The Licensor hereby grants you limited,
personal, non-exclusive, non-transferable,
revocable license to install the Application on
your mobile device for your personal use, You
may not (and shall not permit or assist any third
party to): () copy (except as expressly permitted
by this License), decomplle, reverse engineer,
disassemble, attempt to derive the source code
modify, or create derivative works of the
Application, any updates, or any part thereof; (Ii)
rent, lease, lend, sell, redistribute or sublicense
the Application; (iii) use the application in any
manner that could damage, disable, overburden
or impair the Application (or any server of
networks connected to the Application) or
interfere with any third party’s use and/or
enjoyment of the Application (or any server or
networks connected 1o the Application), (iv)
intentionality interfere with or circumvent the
Application’s security features; (v) use, test or
otherwise utilize the Application in any manner
for purposes of developing or implementing any
method or software that Is intended 1o monitor
or interfere (including Intercept or capture data)
with the functioning of the Application (or any
server or networks connected to the
Application); or (vi) otherwise use the
Application in any unlawful manner, for any
uniawful purpose or in any other manner not
expressly granted in this License. The terms of
this License will govern any updates provided by
the Licensor that replace and/or supplement the
original Application

Any open source software that may be

Dacline Accept

7:28 VARS%
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Any open source software that may be
accompanying the Application is provided to
you under the terms of such open source
license agreement. This License does not apply
1o any such open source software
accompanying the Application, except as
expressly stated herein

2. Ownership

The software, content, visual interfaces,
interactive features, information, graphics,
design, compilation, computer code and all
other elements of the Applications (the
“Materials®) are protected by intellectual
property rights—including copyright, trade dress,
patent, trade secret and trademark laws of the
United States, other jurisdictions, and
international conventions, and all other
applicable laws (collectively, "Applicable
Intellectual Property Laws®). All Materials are
the property of the Licensor or Its subsidiaries
or affillated companies and/or third-party
kcensors. The Licensor reserves all rights not
expressly granted in this License. You shall not
acquire any right, title or Interest to the
Materials, whether by implication, estoppel, or
otherwise, except for the limited rights set forth
In this License. You hereby agree to abide by all
Applicable Intellectual Property Laws

3. Privacy and Consent to Use of Data
You agree that the Licensor, its affiliates, and
their corresponding service providers may
collect, maintain, and use technical data and

related information about you and your device

Dacline Accept
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Early open source: UNIX to BSD

« Hardware was not yet standardized, computer vendors
focused on hardware, building new operating systems for
each platform

* Much software development focused in
academic labs, and AT&T's Bell Labs

+ Unix created at Bell Labs using the new,
portable language “C", licenses initially
released with source code

+ 1978: UC Berkeley begins distributing
their own derived version of Unix (BSD)

» AT&T is prohibited from entering new
telecommunications businesses
(can't make OS a product)
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The BSD License is Permissive

* Authors of BSD created a license for the OS that:
1. Required those using it to credit the university
2. Limited liability for (mis)-use

Copyright (c) <year>, <copyright holder> All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following co nditions are met:

1.Redistributions of source code must retain the above copyright notice, this list of conditions and the following disclaimer.

2.Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following disclaimer in the documentation and/or other materials provided with the distribution.

3.All advertising materials mentioning features or use of this software must display the following acknowledgement: This product includes software developed by the <copyright holder>.

4.Neither the name of the <copyright holder> nor the names of its contributors may be used to endorse or promote products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY <COPYRIGHT HOLDER> AS /S AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR APARTICULAR PURPOSE ARE DISCLAIMED .... (move waivers of liability)

Original BSD license
) i..t'r policy loaded : Quarant policy (Quaranti
'r'||]j'f| ignt (c) 1982, 1986, 1989, 1991, 1993
The R nts of the University of California. ALL rights r wrved .

L Fromework successfully initial ized
i 16384 buff headers and 10240 cluster [0 buffer headers
ipplekeyStore starting (BUILT: Sep 19 2014 00:11:30)
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UNIX to GNU’s Not Unix

e Timeline
« 1978: UC Berkeley begins distributing
their own derived version of Unix (BSD)

« 1983: AT&T broken up by DOJ, UNIX
licensing changed: no more source releases

« Competing commercial vendors all package and
sell their derivations of UNIX (AT&T, HP, Sun, IBM,
SGl)

 Also 1983: “Starting this Thanksgiving | am going to
write a complete Unix-compatible software system
called GNU (Gnu’s Not Unix), and give it away free
to everyone who can use it"
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Free software as a Philosophy

 “Free as in Speech, not as in beer”

Richard Stallman’s Free Software Foundation — free as in
liberties
» Freedom 0: run code as you wish, for any purpose
» Freedom 1: study how code works, and
change it as you wish
« Freedom 2: redistributed copies (of original) so
you can help others

« Freedom 3: distribute copies of your modified
version to others
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Free software as a Philosophy

* “Free as in Speech, not as in beer”
FSF: software licensed under GNU Public License (GPL), considering questions
like:
 Required to redistribute modifications (under same license)? Yes, “copyleft"
« Can you combine it with more restrictive licenses? No, not even with BSD!

Alternative (more like BSD):
“Do whatever you want with this software, but don't blame me if it doesn't work” freeware
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Copyleft v. permissive

« Can | combine OSS with my product, releasing my product under
a different license (perhaps not even OS)?

* Permissive licenses encourage adoption by permitting this
practice

« Copyleft “protects the commons” by having all linked code under
same license, transitively requiring more sharing

 Philosophy: do we force participation, or try to grow/incentivize it
in other ways?
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GNU/Linux (1991-Today)

« Stallman set out to build an operating system in 1983, ended up
building utilities needed by an operating system (compiler, etc)

e Linux is built around and with the GNU utilities, licensed under
GPL

* Rise of the internet, demand for internet servers drives demand
for cheap/free OS

« Companies adopted and support Linux for enterprise custome @
« IBM committed over $1B; Red Hat and others
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Free Software vs. Open Source

® Free software origins (70-80s ~Stallman)
®_Cultish Political goal (7

® Software part of free speech ‘

® free exchange, free modification

® proprietary software is unethical G
® security, trust

® GNU project, Linux, GPL license

® Open source (1998 ~O'Reilly)
® Rebranding without political legacy
® Emphasis on internet and large dev/user involvement
® Openness toward proprietary software/coexist
® (Think: Netscape becoming Mozilla)

&)
>

Z

U/Linux
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Netscape’'s open source gambit

1LD0%

 Netscape was dominant web browser early 90's .

50%

* Business model: free for home and education use, pooe

companies pay 20%

« Microsoft entered browser market with Internet %854 1996
Explorer, bundled with Windows95, soon fBr ° ° =
overtakes Netscape in usage (free with Windows) ===

Netscape unveils its Navigator

- January 1998: Netscape first company to open souweecodeste

source code for proprietary product (Mozilla) oo ot R
1 RGP A
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Netscape creates a new license and mod
 Until Netscape, much of OSS was the FSF and its GPL

» Open Source coined in 1998 by the Open Source Initiative o

to capture Netscape's aim for an open development
process

* New licenses follow, e.g. MIT, Apache, etc. just like BSD, but
without the advertising part

 Publisher Tim O'Reilly organizes a Freeware Summit later in
1998, soon rebranded as Open Source Summit

» Open Source is a development methodology; free software .
is a social movement PROEEEN
. T TR
— Richard Stallman |
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Perception (from some):

* Anarchy
* Demagoguery
* Ideology
* Altruism

A REMINDER

from

YOUR FRIENDS AT MICROSOFT
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Why Go Open Source (vs. Proprietary) ?

Advantages Disadvantages
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Why Go Open Source (vs. Proprietary) ?

Advantages Disadvantages

« Transparency, gain user trust « Reveal implementation secrets

* Many eyes: crowd-source bug « Many eyes: users can find faults
reports and fixes more easily

« Security: more likely for » Security: more likely for others to
vulnerabilities to be quickly identified find vulnerabilities first

« Community and adoption: get others  « Control: You may not be able to
to contribute features, build stuff influence the long-term direction of
around you, or fork your project your platform
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Open-Source Ecosystems

How OSS is developed
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The Cathedral and the Bazaar

& THE BAZAAR

MUSINGS ON LINUX AND OPEN SOURCE
BY AN ACCIDENTAL REVOLUTIONARY

WITH A FORENURD BY 538 YOUNS, CHARMAN & (EQ OF RED HAT, I8¢
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The Bazaar won

Cathedral Bazaar

» Developed centrally by a  Developed openly and
core group of members organically

* Available for all once « Wide participation (in
complete (or at releases) theory, anyone can

- Examples: GNU Emacs, GCC ~ contribute)
(back in the 19905s) « Examples: Linux
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OSS has many stakeholders / contributors

« Core members
« Often (but not always) includes the original creators
» Direct push access to main repository
« May be further split into admin roles and developers

 External contributors
« File bug reports and report other issues
« Contribute code and documentation via pull requests

» Other supporters

» Beta testers (users)

« Sponsors (financial or platform)

 Steering committees or public commenters (for standards and RFCs)
« Spin-offs

« Maintainers of forks of the original repository

Carnegie
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Contributing processes

« Mature OSS projects often have strict contribution
guidelines

e Look for CONTRIBUTING.md or similar

« Common requirements:
« Coding style (recall: linters) and passing static checks
* Inclusion of test cases with new code
« Minimum number of code reviews from core devs
 Standards for documentation
 Contributing licensing agreements (more on that later)

N T
Software and Societal (J’al negie
Systems Department Mellon

University



Governence

« Some OSS projects are managed by for-profit firms

« Examples: Chromium (Google), Moby (Docker), Ubuntu (Canonical), TensorFlow (Google),
PyTorch (Meta), Java (Oracle)

» Contributors may be a mix of employees and community volunteers

» Corporations often fund platforms (websites, test servers, deployments, repository hosting,
etc.)

+ Corporations usually control long-term vision and feature roadmap

« Many OSS projects are managed by non-profit foundations or ad-hoc communities

+ Examples: Apache Hadoop/Spark/Hbase/Kafka/Tomcat (ASF), Firefox (Mozilla), Python (PSF),
NumPy (community)

» Foundations fund project infrastructure via charitable donations
» Long-term vision often developed via a collaborative process (e.g., Apache) or by benevolent
dictators (e.g., Python, Linux)
« Corporations still heavily rely on community-owned OSS projects
* Many OSS non-profits are funded by Big Tech (e.g., Mozilla by Google)
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J APACHE

Example: Apache oursponsors

feon ara ponasny, I you o ) e AL phes - X QS

WHAT MAKES THE APACHE WAY SO HARD TO DEFINE? SEUNDTON SRonTee

oment pr

Platinum Sponsors:

COS55. Apac

fetimae, including nurturing comm

T — FACEBOOK yahoo.’

tatus or employer, and is n

* Earned Authority: all indwiduals are grven the opportunity

community, Merit

pate, but tt
X influenced by er

> DArc

VILH the indvidual, does Not expire, S

an ment

Facetuca Yahoo!

e ASF, not organizations The ASF's flat structure dictates that roles arg

oq weight, and contributions are mace on a volunteer basis (even if paid to work on Apache code) The Apache comr|

1h respect in agher t C of C¢ 1. Domain expartse is appr ed. Banevolent Dictators w Life ared \"’
patior .
A% w\'\y
. AT

* Open Communications: as a virtual organzation, the ASF requires all co

asynchronous collabaration, as necessitated by a globally-distributed community, Project mailin

nMUMRCatons refated to code and decis
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devid (primary project development)

users (user CoOmmunity ASCuUsRoN aNd peer support)
commits® (automated source change notifications)
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~

35 Well s r¢ od, day-to-day erational lists for Project Management Committeas. Private decisions on code. policies, or \ =
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5. Moee on COMMuUNMICALIons 8nd the ute of masing

= Microsoft
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Corporate outlook towards open-source has
evolved over the years

L R 3

| Redmond top man Satya Nadella: "Microsoft

- o, b sh Sibieal Ukag |6 (e Bully sarbet Fhere mne =
16 Uha 3fh o4 9ot Safonis wnrved, Wbe ol softense 1urell '

\ WAThet ot elvesce ol v Soor Shu wedrvtents provtmdsy: & inux
Meaby saprter {5 wmstel: WL waiisy sefevere bo oritren Por the

et & Yout ohel Tk Midat dnd npmhts cnpesntag Whe nivey Open-source 'love' fairly runneth over at cloud event
| Thewgh The LAATLAL Wik fosk Ouly Tes MM, L Wless i e Aare - —

The walee Sf Ve sumnier Lise e Rare weedl saieeds 340,000,
T TRRTIACK o Bare GOLLA Den L0 Rdieis oF peiple i
W Nhay Re WA MASSE San ALl Sees poitiee.  Ter snievielig
B N L e L
WAL Dhess than 0m of SLL SAAALE Sve b b NI, et
LI TP Seovtent Tam wtse o St Lete "

“...most of you steal your software...”

Be NG BAGAT dwe Whiag yeu dath de by snsaling sidvaade ds
BT DASH A KETH Tad e peekien yue wiy Weve hed,  MITE Semen’y
e T | T I S p—
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Whe wan ab
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. Bt btz
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20 Oct 2014 at 23:45, Nel McAlister e o o @
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Risks in not open-sourcing?

MapReduce: Simplified Data Processing on Large Clusters

Jeffrey Dean and Sanjay Ghemawat
JofT® gongle com, sanjay @ googhe com
Google, Inc.

Abstract gives day, e1c. Most such competamons e coscepou-

alty straightforwand. However. he ispot data bs uswally

MapReduce is a programmisg model and s aswoch large and the " have 8o be distrib seross
el g forp g and p EMEC poadrads or th 3 of mach ia coder 00 finish is

data sets. Users specefy a muap fusction that peocesses 3
keylvalue pair 1o generaie a set of imennediate keyvalue
pairy, and & redwce function tha merpes all mtermediate
valees associated with the seme mtermodane oy, Many
real world tasks are eapresuble in this model, s shown
in the papes

Prograss writtes (n this fi d style are

a remonable amount of tme. The taues of Bow 1o par-
Aclize the competation, distribete the data, snd handle
faileres conspine 10 obicese the eriging simple compu-
aion with lasge amounts of complex code 10 deal with
these issecs.

As 2 reaction o this complexity, we designed a new

cally pasalichred and executed on a large chester of com:
modity machines, The rvn-tme system takes care of the
details of pantitiosing the input data, whaduling the peo-
fram’s execetion scross 8 set of machines, handling ma.

3 Sl aldows s fo express the umple computa-
tons we were trying o perform bat Mdes the messy de-
tads of pasalich fauli-tol . data disrib

ad Joad balancing in a library. Our abstracticn i in-
spired by e map and reduce prunitives present is Lisp
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Use of open source software within companies

Is the license compatible with our intended use?
* More on this later

» How will we handle versioning and updates?

« Does every internal project declare its own versioned dependency or do we all agree on
using one fixed (e.g., latest) version?

« Sometimes resolved by assigning internal “owners” of a third-party dependency, who are
responsible for testing updates and declaring allowable versions.
How to handle customization of the OSS software?
« Internal forks are useful but hard to sync with upstream changes.
« One option: Assign an internal owner who keeps internal fork up-to-date with upstream.

« Another option: Contribute all customizations back to upstream to maintain clean
dependencies.

Security risks? Supply chain attacks on the rise.
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“Al is burning out the people who keep open
source alive”

n tidraw % &)

This week we're going to begin automatically closing pull requests from

“Research on open source sustainability
haS Shown for years that a tin‘ ' external contributors. | hate this, sorry.

steveruizok opened 1 minute ago

percentage of contributors do the T —

For the good of the project, we're going to begin automatically closing pull requests from external contributors. We will of

course continue to welcome issues, bug reports, and discussions. This is a temporary policy until GitHub pravides better tools

majority of review work. So, in open

Getting ahead of it
. . .
Like many other open-source projects on GitHub, we've recently seen a significant increase in contributions generated entirely
source IS KINAd OT review almaos o sl e A b T o
Y misunderstanding of the codebase, and little to no follow-up engagement from their authors.

An open pull request ac from that the contribution will be reviewed carefully and
a W ayS a S Or l e S a ' ' l e S ' ' l a g r0| I p O considerad seriously for inclusion. For that commitment to remain meaningful, we noed to b more selective. For now, that

means closing first and selectively re-opening pull requests that are actually under consideration, with the expectation that
most unsolicited submissions will not be reviewed

people. You see the same names over —

1 first made the tidraw repository public in 2021, and I've been proud to invite public contribution to its code and have been

happy to have many improving pull requests over the years. I'm sorry to shut that down, however | sincerely believe this

.
decision is in the best interests of the project, our code, and our community. With luck, GitHub will soon roll out management
features that let us open things back up,

This is going 10 be a weird year for programmers and open source especially. For now, whether you've contributed before, are

i1 interested in contributing in the future, or just are a friend of the project: thank you and please hang on while we all figure this
re u e S S o
L]

Croate sub-issue +  ©

https://www.coderabbit.ai/blog/ai-is-burning-out-the-people-who-keep-open-source-alive
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https://arxiv.org/html/2312.17236v1#:~:text=Figure%201%3A,area%20of%20B.
https://arxiv.org/html/2312.17236v1#:~:text=Figure%201%3A,area%20of%20B.
https://arxiv.org/html/2312.17236v1#:~:text=Figure%201%3A,area%20of%20B.

Software Licenses

Note: | am not a lawyer (this is not legal advice)
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Most popular open source licenses worldwide in 2021

*
Apach 14.1%

[ ]

T
o

LPL 5.0
-

2.0
e

B5O 3
=

BSD} 2

Starista 2023 A

@ Additional Infarmation Show source
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Which license to choose?

c o

& (Potseakierse (om

5 =

@*t9asn

Choose an open source license

A% GOSN BOITE ICHTIS YOERCTA COMTIEUATE AN SErs. DNamemaes 3 BEVYY SRvBnORs NOM | S5CR 3 CrOMC WO TN protecson

Which of the following best describes your situation?

55h

Ineed toworkina
community.

Une the Bosrmme preterred Uy Dw
oen——ry

=

" (O Y o
Separesiog on. Your progect wil ¥ fght In

Tha GI GPLW 30 es peogie 30 wmast

T ey WAl et s et meinpd

SUY0O) (YT Wa e verra

YOU Y & OpRRONNCY TR CoRn | Pave Avwitte. D, e GIMP une the G

8 icemae. ank B3 martEnens 80 i 8 Dbt MET, 408 Mt o Ve T Lioersa o
scerae

What if none of these work for me?
My projectisn't I want more Idon't want to
software. choiceos. choose a license.
Thare srw boanmes for Tt Mors Bcerias e svnlase

Harw's what happens # yoo don
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GNU General Public License: The Copyleft License

* Nobody should be restricted by the software they use. There are
four freedoms that every user should have:
® the freedom to use the software for any purpose,
® the freedom to change the software to suit your needs,
® the freedom to share the software with your friends and neighbors, and
® the freedom to share the changes you make.

* Code must be made available
* Any modifications must be relicensed under the same license
(copyleft)
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Risks of “copyleft” licenses

* Example: GNU GPL

* Require licensing derivative works also with same license
* This is intentional!

* Depending on a GPL project from within a proprietary or
differently-licensed codebase is disaster

* Viral effect of polluting everything else with GPL requirement

* Most companies will avoid GPL code with a ten-foot pole

* Expect vetting process before engineers are allowed to use third-party
libraries from GitHub, etc.

Al -~ .
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Lesser GNU Public License (LGPL)

S3

Software must be a library

Similar to GPL but does not consider dynamic binding as
“derivative work”

So, proprietary code can depend on LGPL libraries as long as
they are not being modified

See also: GPL with classpath exception (e.g., Oracle JDK)
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MIT License

* Simple, commercial-friendly license
* Must retain copyright credit

* Software is provided as is

* Authors are not liable for software
* No other restrictions
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Apache License

* Similar to MIT license

* Not copyleft

* Not required to distribute source code

* Does not grant permission to use project’s trademark
* Does not require modifications to use the same license
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BSD License

* No liability and provided as is.
* Copyright statement must be included in source and binary

* The copyright holder does not endorse any extensions without
explicit written consent
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Creative Commons (CC)

* More common for licensing data-sets instead of code
* Examples: images, websites, documentation, slides, plots, videos

* CC-BY (attribution only; derivatives allowed)
* CC-BY-SA (attribution and share-alike for derivates)
* CC-BY-ND (attribution and no derivatives)
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Dual License Business Model

MySOoL: -

Software and Societal

Released as GPL which
requires a company
using the open source
product to open
source it's application

Or companies can pay
$2,000 to $10,000
annually to receive a
copy of MySQL with a
more business friendly
license
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Risk: Incompatible Licenses

* Sun open-sourced OpenOffice, but when Sun was acquired by
Oracle, Oracle temporarily stopped the project.

* Many of the community contributors banded together and
created LibreOffice

* Oracle eventually released OpenOffice to Apache

* LibreOffice changed the project license so LibreOffice can copy
changes from OpenOffice but OpenOffice cannot do the same
due to license conflicts
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Copyright vs. Intellectual Property (IP)

* |P and Patents cover an idea for solving a problem

* Examples: Machine designs, pharma processes to manufacture certain
drugs, (controversially) algorithms

* Have expiry dates. IP can be licensed or sold/transferred for $$$.

* Copyrights cover particular expressions of some work
* Examples: Books, music, art, source code

* Automatic copyright assignment to all new work unless a license
authorizes alternative uses.

* Exceptions for trivial works and ideas.
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Contributor Licensing Agreements (CLA)

* Often a requirement to sign these before you can contribute to
OSS projects
* Scoped only to that project

* Assigns the maintainers specific rights over code that you
contribute

* Without this, you own the copyright and IP for even small bug fixes and
that can cause them legal headaches in the future
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