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Administrivia

Final presentations:

-Thursday, April 30, 2026 
-08:30am - 11:30am
-TEP 1403

Snacks survey: https://forms.gle/T8ZoDh3XHQ4YHDiJ7

Fall 26 TA interest form: https://forms.gle/Zv3Lq4AWAAncrx7K8

https://forms.gle/T8ZoDh3XHQ4YHDiJ7
https://forms.gle/Zv3Lq4AWAAncrx7K8


AMA
Ask the professors any question you want



Semester Recap



Michael Hilton

Full Teaching Professor at CMU

 A.S. Grossmont Community College 1999

 B.S. San Diego State University - 2002

 Software Engineer at DoD - 2002 to 2011

 M.S. Cal Poly San Luis Obispo - 2013

 PhD at Oregon State - 2017

 Internship at Microsoft Research - Summer 2017

 Assistant/Associate/Full Teaching Professor at CMU - Fall 2017 to current



Josh Sunshine
Associate Professor

B.A. Brandeis University, 2004.

Ph.D., Carnegie Mellon University, 2013  

Faculty @ CMU since 2014



Teaching Assistants



Vasa



Smoking Section

•Last full row
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If you 
automate 

your 
thinking, 

you 
automate 
away the 
learning.



Hope to learn (from last class)
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Context: big ole pile of code

• … do something with it!



Open Pull Request on Github

Working Dir

Staging Area

Local Repo

Remote Main

Main
featureName

featureName



WARNING  
AVOID SLOT MACHINE PROGRAMMING



737-MAX Case Study



By what Metrics can we judge AV software 
(e.g., safety)? 
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                                                                 Process

Productive Development

(coding, testing, making progress 
towards goals)

Fighting Fires / Addressing Issues
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Working solo vs. as a team (human/AI?)

vectorstock.com/23988884





Team survey
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https ://www.instagram.com/architectanddesign
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https://www.youtube.com/watch?v=V_oxbj-a1wQ



Risk



Internal Quality

• Is the code well structured?

• Is the code understandable?

• How well documented?

External Quality

• Does the software crash?

• Does it meet the requirements?

• Is the UI well designed?



Program Under Test: Wordle

• Guessing game

• User guesses a 5-letter 
English word

• After each guess, the tiles 
change color to show how 
close guesser is to secret 
word



Static Analysis   vs.  Dynamic Analysis

• Requires only source code

• Conservatively reasons about all possible 
inputs and program paths

• Reported warnings may contain false 
positives

• Can report all warnings of a particular class 
of problems

• Advanced techniques like formal 
verification can prove certain complex 
properties, but rarely run in CI due to cost

• Requires successful build + test inputs 

• Observes individual executions

• Reported problems are real, as observed by 
a witness input

• Can only report problems that are seen. 
Highly dependent on test inputs. Subject to 
false negatives

• Advanced techniques like symbolic 
execution can prove certain complex 
properties, but rarely run in CI due to cost



There are lots of static analysis tools!



Communications of the ACM (1990)

“

”
How can we identify these bugs?



Fuzz Testing randomly generates inputs and 
checks for program crashes

Input Program

Execute

w0o19[a%#

A 1990 study found crashes in: 

adb, as, bc, cb, col, diction, 

emacs, eqn, ftp, indent, lex, look, 

m4, make, nroff, plot, prolog, ptx, 

refer!, spell, style, tsort, uniq, 

vgrind, vi

/dev/random









Time to write our own design docs! (No Gen 
AI for this task)

• Divide up into 4 sections –NOTE: you should be signed in w/Andrew to google

• Your mission:
• Brainstorm a feature to add to a scooter app and write a design spec, 

together, in real time!

• Review the design doc, collaborate around text 

• Review another team's design doc, ask questions/leave comments

bit.ly/4s17IdW | bit.ly/3PcVBMp | bit.ly/47zbQJU | bit.ly/40oWaFl 
  

https://bit.ly/4s17IdW
https://bit.ly/3PcVBMp
https://bit.ly/47zbQJU
http://bit.ly/40oWaFl




• The online retail giant said there had been a “trend of incidents” in 
recent months, characterised by a “high blast radius” and “Gen-AI 
assisted changes” among other factors, according to a briefing 
note for the meeting seen by the FT.



Let’s use Copilot Agent

2

1





Property-based testing to the Rescue?



Conditional Properties

• If condition A is met, then property B must hold.
Mathematical logic: A ⇒ B

• Examples:
• Wordle: If the guess word matches the secret word the output should be 

(G,G,G,G,G).

• Compilers: If the program includes an invalid keyword, the parser should 
throw a parse error.

• NodeBB converts post titles into URL-safe "slugs" (e.g., "Hello World!" 
becomes hello-world). If the input string contains at least one 
alphanumeric character then the generated slug must never be empty 
and must only contain a-z, 0-9, and -.









Free software as a Philosophy

• “Free as in Speech, not as in beer”
Richard Stallman’s Free Software Foundation — free as in 

liberties

• Freedom 0: run code as you wish, for any purpose

• Freedom 1: study how code works, and 
change it as you wish

• Freedom 2: redistributed copies (of original) so 
you can help others

• Freedom 3: distribute copies of your modified 
version to others

52

Richard M Stallman ( Lic ensed under GFDL )



The Cathedral and the Bazaar



Which license to choose?



Three questions to promote human flourishing 

1.Does my software respect the humanity of the 
users?

2.Does my software amplify positive behavior, or 
negative behavior for users and society at large?

3.Will my software’s quality impact the humanity of 
others?

5
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10X Engineers

● Aka “rock-star”, “ninja”

5
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https://medium.com/eshares-blog/understand-your-options-equity-101-for-startup-employees-part-1-6eaea8cfcb4

Holding periods in Kerri’s example

59

If either of these 
holding periods 
aren’t met, your 
options are 
treated as NSOs 
(=more tax)



AMA
Ask the professors any question you want
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